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Abstract: With the increasing sophistication of cyber threats, traditional security measures that rely on
manual analysis and rule-matching struggle to cope with vast, heterogeneous threat intelligence. To ad-
dress the challenges posed by fragmented sources and disparate formats that hinder efficient integration
and deep relational analysis of complex threat knowledge, this paper proposes a large language model
(LLM)-driven method to construct a threat intelligence knowledge graph. First, it establishes a standard-
ized multi-dimensional attribute system by abstracting elements such as attackers, target environments,
and attack methods through multi-source data ingestion and unified semantic modeling. Second, an LLM
is employed within a prompt optimization framework driven by deviation feedback to perform multi-turn
adaptive entity and relation extraction. Finally, it builds an efficient and scalable threat intelligence

knowledge graph in a local graph database by utilizing a domain-adaptive entity fingerprint similarity fu-
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sion algorithm and a graph sharding management mechanism. Experimental results demonstrate that the

constructed knowledge graph achieves an entity coverage of 94.2% and a graph connectivity of 86.3%,

outperforming current mainstream techniques, thereby providing highly connected and low-redundancy

dynamic knowledge support for automated threat analysis.

Keywords: large language model (LLM) ; threat intelligence; natural language processing; knowledge
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