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A matrix completion based data privacy protection scheme in smart grid

WANG Deqing, XU Jian

(School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China)

Abstract; To protect data privacy among different trust domains of the smart grid, a matrix completion
based data privacy protection scheme is proposed for smart grids. The scheme estimates the original data
correlation subspace through a subset of obfuscated values generated by a small number of nodes, and
repairs the missing elements in the correlation matrix via matrix completion. Further, to protect data
privacy, the specific noises that have the same statistical properties as the original data have been added
to increase random perturbation. Simulation results demonstrate that the proposed scheme achieves a good
performance from the perspective of data availability and privacy protection, and it can also reduce
network communication overhead effectively.
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