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Unsupervised network abnormal traffic detection
method based on improved KNN
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Abstract; With the rapid development of the Internet, people pay an increasing attention to network
security. Although the traditional abnormal traffic detection model has a reasonable recognition rate, it
needs considerable labeled data for training. Therefore, an abnormal network traffic detection method
based on unsupervised learning has been widely used. In recent years, with the application of deep
learning algorithms in anomaly detection, unsupervised deep learning models have also improved the
performance of detection algorithms to varying degrees. However, unsupervised deep learning methods
cannot avoid the problem of threshold selection for anomaly detection. Therefore, given the difficulty of
data labeling and threshold selection, this paper proposes an abnormal traffic detection system based on a
cost-sensitive improved K-nearest neighbor ( KNN ) algorithm combined with a threshold selection
method. As a result, the system can accurately identify malicious traffic and does not require a labeled
data set, which dramatically reduces the workload of manually labeling data. The experiment uses three
data sets of UNSW-NB15, NSL-KDD, and CICIDS2017 to verify the model’s applicability by comparing
the proposed method with the classic machine learning algorithm One-Class SVM and the deep learning

method AutoEncoder. The results show that compared with the deep learning algorithms and traditional
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unsupervised machine learning algorithms on the three types of data sets, the proposed algorithm

effectively improves the performance of abnormal network traffic detection.

Keywords : anomaly detection; unsupervised learning; K-nearest neighbor ( KNN) algorithm; intrusion

detection system
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