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Privacy and information security of mobile network users
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Abstract ;: The research of mobile network security has always been a hot topic. At present, lots of known
attacks are based on the premise of knowing the tracking area (TA) at the target location. The existing
methods for target locating require rigorous conditions. A few of methods no longer make sense in 5G sys-
tem. A special method makes a series of attacks only with the phone number. These attacks include TA lo-
cation ,denial of service,forced degradation,and IMSI acquisition. The GSM sniffing attack in the current
network is implemented and the impact of the attack on user privacy and property security is verified. Due

to the universality of these attacks, the method can provide a foundation for improvements and updates of

future study.
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Setting sampling rate 23.04 MHz
- PCI: 325 5.7, FrameCnt: 0, Stg
- Nof ports: 2
- CP: Normal
L 1600
- PHICH Length: Normal
- PHICH Resources: 1
SFN: 180

Decoded MIB. SFN: 180, offset: ©

[40 00 4d 11 d3 61 bo ];

[40 00 2d d2 61 94 80 ];

[40 80 4f d3 c7 35 40 01 ce 6d d2 47 00 ];
[40 00 2d 9f @b c7 be ];

[40 00 3c 14 4b c2 20 ];
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2 624.6 MHz B Oh 3L 1 TAC & &k 1, FRIF T 1%
TAC RTE TA 5K N, TAEMZF MCC/MNC % #
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