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Optimal detection threshold of cooperative spectrum sensing
in presence of primary user emulation attack
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Abstract: In cognitive radio network, a cooperative spectrum sensing technology can overcome the prob-
lems of multi-path effects, shadow effects and such constraints by using local sensing results of cognitive
users, thus improving the detection performance. However, the dynamic spectrum access imposes some
threats to the network. One of these common threats is primary user emulation attack ( PUEA ), where
some malicious users try to mimic the primary signal and deceive secondary users to prevent them from
accessing the vacant frequency bands. A system is considered in which a smart attacker performs its own
spectrum sensing according to its acquired knowledge about the presence or absence of the primary sig-
nal. And fake signals are sent when the primary user signal is not presented in the radio environment. In
the system, the detection probability of cooperative spectrum sensing based on energy detection in the
presence of a PUEA is deduced, and the detection threshold is optimized, thus the optimal detection
threshold on the minimum total error probability is obtained. Finally, the optimal detection threshold for
the cooperative spectrum sensing based on the energy detection in the presence of PUEA is simulated. The
results verify the conclusions of theory deducing.
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